WINDOWS 11:
SECURE.
COLLABORATIVE.
SEAMLESS.
THE MICROSOFT OS DESIGNED
FOR HYBRID WORK
LET’S GO

REIMAGINING THE WORLD’S MOST
POPULAR OPERATING SYSTEM
First released in November 1985, Windows has shaped
the world of technology. More than thirty five years after
the launch of Windows 1, the operating system is now the
most widely used in the world.1 It’s been the backbone of
enterprise as market conditions have ebbed and flowed.
As the upheaval of the Covid-19 pandemic upturned old
workplace habits, leaders needed to adapt overnight, now
they are reassesing how to work going forward. Employees
have embraced remote working and new ways to connect
with their colleagues. IT teams have connected, empowered,
and enabled their organisations to keep moving.
The past 18 months have changed the world of work for
good. Hybrid work – mixing office and remote working –
will be a permanent shift in how businesses operate. Life
is about to get more complex, not less. And while Windows
10 was considered the last version of the system when it
was released in 2015,2 Microsoft has created Windows 11
as a direct response to this new era of hybrid work.
1. https://gs.statcounter.com/os-market-share/desktop/worldwide
2. https://www.bbc.co.uk/news/technology-32658340

The new OS minimises security risk, reduces barriers to
collaboration, and eases employee stress and cognitive
load. It’s a more human, more powerful personal computing
experience, built on top of the performance and management
capabilities Windows is known for. Users can thrive,
wherever they are and whatever they’re working on.
“It puts security, usability and collaboration at the forefront,
without impacting the user experience,” Ashley Richardson,
Chief Technologist (Workplace) at Computacenter, says. “For
employees, Windows 11 is more consumer-like. They’ll now have
the look and feel that they’re used to at home, in the office. For
organisations, this is Microsoft’s most secure operating system.”
But what groundwork do organisations need to do before migrating
to Windows 11? And how does the new OS fit into a workplace
strategy that addresses the changing world of work head on?
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THE HYBRID WORK DYNAMIC
Hybrid working will be a permanent fixture for
organisations in many industry sectors, with
employees mixing time at the office with remote
work. That’s partly being driven by employee
demand. A study by Microsoft of more than 30,000
people in 31 countries, found 73% of the workforce
wants flexible work options and 67% of the
workforce want more in-person collaboration.3
It’s the biggest structural change to working life
since the 9am-5pm work day was introduced 100
years ago and two thirds (66%) of business decisionmakers say they are considering redesigning
physical spaces to better accommodate this new
way of working.4 Finding a solution to that hybrid
paradox is a challenge for enterprise. Remote work
has its benefits – time saved on the commute
and the potential for more family/leisure time,
for example – but that has to be balanced with
opportunities for collaborative teamwork.
This is a pivotal moment for organisations, Ashley
Richardson says. “The right hybrid work strategy will

stretch far beyond deciding who will work where, and
when. It is a chance to put workers at the centre of
workplace decisions and provide technology that will
enable productivity wherever they are, rather than
limit their potential to the four walls of the office.”

73% of the workforce
wants flexible work options.
Microsoft

Where and when Windows 11 fits into that story is a
question for each organisation to answer. “This is an
opportunity to think about the strategic drivers for
businesses and how that relates to your technology
stack,” he adds. “It’s not about a shiny new OS. It’s
about being clear about what an organisation wants
to achieve before starting that migration.”

3. https://www.microsoft.com/en-us/worklab/work-trend-index/hybrid-work
4. https://www.microsoft.com/en-us/worklab/work-trend-index/hybrid-work

LAYING THE GROUNDWORK
Any OS migration takes a great deal of planning and now is the
right time for organisations to get ready to move to Windows 11.
Microsoft has indicated that Windows 10 will still be supported
until October 2025 so business leaders have time to plan the
move carefully.

IT support functions to facilitate the move, or will the team need
upskilling to provide that support? Will existing tools, which
have required significant investment, still be usable? And when
you do decide to embark upon the migration, which employees
would be best to move first?”

That will include portfolio and hardware readiness, Andy
Goddard, Head of Service Development (Workplace) at
Computacenter, explains. “Devices that are over three years old
probably won't even run Windows 11. So you may want to tie
migration in with a planned device refresh.” From March 2022,
manufacturers such as HP and Dell are predicted to only ship
devices with Windows 11 pre-installed (without paying a charge
to downgrade to Windows 10). Other businesses will move to
Windows 11 because of a need for greater security, or as part of
a wider transformation of business applications.

It’s a good idea to plan a migration in stages, with smaller
pilots of 50 or 100 users trialled before expanding the move to
the whole workforce. “The best people to move first would be
those who are mostly just using applications from the Microsoft
stack,” Ashley Richardson says. “If there’s a hybrid worker that
just uses Teams, the Office suite, and OneDrive, then that’s the
best kind of users to test Windows 11 with. It’s going to be very
straightforward to migrate them across.”

Application testing is a key part of that readiness work, Andy
Goddard adds. “This is a more secure product, so there may well
be incompatibilities that businesses need to plan for.” Other
questions to ask include: “Will the business need any additional

Considering the consistency with Windows 10, many IT leaders
will see this as more akin to an update, rather than a full
migration. “A lot of our customers will get themselves ready and
then slipstream to Windows 11 via a feature release, flipping
the whole estate within a few months,” Andy Goddard adds.

This will be at least a two
year jump, but going from
Windows 7 to 10 is definitely
more complex than going
from Windows 10 to 11
Ashley Richardson, Chief Technologist,
Workplace, Computacenter

OPTIMISING PRODUCTIVITY
AND WORKFLOW
With flexibility to work at home, in the office and
everywhere in between, employees need access to
technology that supports seamless work, wherever
they are. Productivity won’t be defined by time spent
at a desk but by what is achieved. Presenteeism,
whereby staff performance is based on how many
hours they spend in the office, is already in decline.

“Windows 11 simplifies moving between contexts or
different places of work,” Ashley Richardson says.
The redesign of the Microsoft app store and Android app
integration, planned for release next year, will open up
possibilities for enterprise and employees using mobile
technology. “It will change their workflow, the devices they
use and the applications that run on those devices.”

Windows 11 feels intuitive to Windows 10 users
immediately, but with thoughtful changes that facilitate
more rewarding, effective work. As well as new design
features, such as a new taskbar, rounded edges and
new notification alerts, there are snap layouts that
make it easy to group projects together from multiple
apps. The handy ‘redocking’ function reverts back to a
previous arrangement when using an external monitor.

The release of the corporate app store and integration
with Android in 2022 is significant, Andy Goddard says.
“At the moment, any application that has been developed
internally has to be registered with Apple or Google or
Microsoft and manually listed on the store. It takes time and
money to do that. Microsoft is going to fix that on Windows 11.
And by accessing the Android app store, hundreds of
thousands of applications that are mobile will now be
available across Windows 11 devices. New devices, new
scenarios – it’s a very exciting development for businesses.”

It’s a more personalised experience, with bespoke
settings, favourites and menus, touch pen and voice
features that can be used across any text field in Windows,
and an optional soft keyboard with gesture typing
and prediction. Overall autopilot improvements also
contribute to workers’ ability to hit the ground running.

“With the right technology in the right hands
at the right time, businesses can equip their
workforces to innovate, collaborate and maximise
their impact wherever they are,” he adds.

CHOOSING THE
RIGHT DEVICE
Any device refresh should be based on
understanding individual users, the tools they use
and the way they work. The choice facing CIOs can
seem endless, faced with fast-evolving technology
and heightened employee expectations.
Computacenter’s Workstyle Analysis examines what
employees or groups of employees really need to
maximise efficiency. Those organisations that
manage to invest in the right technology for their
workforce will benefit from greater productivity,
faster innovation, lower costs and improved
employee satisfaction.

We see enhanced
security as a key
benefit of Windows 11.
Andy Goddard, Head of Service
Development, Workplace, Computacenter

PROTECTING THE
MODERN WORKPLACE
With more employees working away from the office or on
the move, there’s an even greater need to bolster security.
Human error is still the number one cause of most data
breaches5 and incidences have gone up with more people
working from home.6 Personal WiFi networks are typically
much easier to attack, and employees may use their
personal devices to access corporate information, leaving
systems vulnerable. That’s contributed to the soaring
incidents of cybercrime during the pandemic.7
To combat this ever evolving threat, businesses need to
take a more proactive approach to security, rather than
merely reactive, Andy Goddard says. “Windows 11 is
Microsoft’s most secure OS yet. Microsoft’s Zero Trust
strategy authenticates and authorises every access
request based on all available data points, giving users
just enough permission to perform their role with
just-in-time access policies.”

Windows 11 also requires hardware that enables
protections such as Windows Hello and Device Encryption.
Virtualisation-based security and hypervisor-protected
code integrity (HVCI) come as standard. These features,
used in combination, have been found to reduce malware
by 60%.8 In addition, Microsoft’s E5 security stack protects
data in the cloud. If one device is compromised by
ransomware, it cannot impact the wider network.
“What we’re seeing is a more holistic view of security from
the device all the way through to the data that sits in the
cloud and as it traverses between the two,” Ashley
Richardson says. “Windows 11 means Microsoft can
ensure the security of the device, alongside its wider
capabilities around security from a data or identity
perspective without impacting business applications.
What that means is less downtime.”

5. h ttps://www.influencive.com/human-error-is-still-the-number-one-cause-of-most-data-breaches-in-2021/
6. https://www2.deloitte.com/ch/en/pages/risk/articles/impact-covid-cybersecurity.html
7. h ttps://www.theguardian.com/technology/2021/may/10/uk-covid-related-cybercrime-fuels-15-fold-rise-in-scam-takedowns
8. h ttps://www.microsoft.com/security/blog/2021/10/04/windows-11-offers-chip-to-cloud-protection-to-meet-the-new-security-challenges-of-hybrid-work

COLLABORATION MADE SIMPLE
With teams spread across locations, facilitating
seamless collaboration is a priority for businesses
moving towards a new world of work. While leaders
have found ways to facilitate mass remote working,
managing a mix of office-based, home working and
field workers is another matter. Others have patched
together solutions, leading to an unwieldy mix of
platforms that is unsustainable in the long term.
“Both a cultural shift and a technology shift is needed to
drive more inclusive meetings and work environments,”
Ashley Richardson says. “How do you make the
experience as inclusive as possible, across the platform
that’s used?”
Focusing on culture, fostering social connection
and the sharing of ideas is important for employee
wellbeing. Employers are increasingly recognising
the role they play in ensuring the mental and physical
health of their teams. Microsoft has found 40% of the
global workforce are considering leaving their employer
9. https://www.microsoft.com/en-us/worklab/work-trend-index/hybrid-work

this year, but building a culture of care and inclusivity
for all employees will be beneficial when it comes to
hiring and retaining talent.9
Windows 11 has more tools for collaboration built
into its user flow. Microsoft Teams is now more closely
integrated with the OS, meaning that users can now
mute or share screens directly from the taskbar, or
launch a new meeting with one touch. Modern devices
with advanced audio and video capabilities will unlock
new features such as auto-detect, which blurs objects
in the background and automatically blocks out noise
such as dogs barking.
“The technology is there for collaboration to improve
across a hybrid environment,” Andy Goddard says.
“But that needs to go hand-in-hand with the vision
and appetite from leaders to create a fresh
workplace culture that’s inclusive across
those different environments.”

ACCESSIBLE
FOR ALL
Windows 11 is the most inclusively designed version
of Windows, with new features and improvements
that were built for and by users with disabilities.
Assistive technologies like Narrator, Magnifier,
Closed Captions and Windows Speech Recognition
are included, as well as support for screen readers,
magnification programmes, and others.
There are new sound schemes and more accessible
light, dark and high contrast themes for people
who are blind or have light sensitivity. Redesigned
closed caption themes are easier to read and
customisable, and Windows Voice Typing can
recognise speech, transcribe and automatically
punctuate text. Perhaps most importantly, all of these
accessibility features are easier to find and launch.

THE RIGHT PARTNER FOR
THE JOURNEY AHEAD

IN NUMBERS

800+

certified Microsoft personnel
Computacenter has helped some of the world’s
biggest organisations migrate between operating
systems for more than 25 years. They are Microsoft’s
largest partner in Europe, the UK’s only Microsoft
Surface Authorised Service Provider, and the
Worldwide Surface PC Reseller 2021, Microsoft
Partner of the Year.
That experience, coupled with Computacenter’s
team of workplace experts, means they are uniquely
placed to help organisations get ready for the next
generation of Windows, with a solution that’s tailored
to each business. “It’s really about understanding
where a customer is on their hybrid workplace
journey,” Ashley Richardson says. “If the business
is looking at a device refresh imminently, we can
help them understand whether Windows 11 is the
right way to go now, or whether they should stay on
10. And we can help simplify their security posture,
making it easier to transition when they’re ready.”
Through careful assessment and consultancy,
Computacenter develops a clear strategy based

on a business’s goals and vision. Experts assess an
organisation’s current technology estate in line with
business objectives and identify different workstyles
and needs within the workforce. The technology
lifecycle is simplified, with new devices sourced, preprovisioned and delivered to a preferred location.
This means that remote teams can get to work, as
soon as they receive their device.
As technology evolves, Evergreen services ensure
intelligent updates are delivered automatically.
And at the end-of-use, devices are securely
recovered and made available for reuse where
appropriate. Devices that need replacing are
securely wiped and recycled, remarketed,
redeployed or returned to the lessor.
“OS migrations can feel daunting, but with the
right guidance, business leaders can formulate
a workplace strategy that creates real value –
for their employees and the organisation itself,”
Andy Goddard says.

27,000 units
can be configured per day

49,000 tonnes

of IT waste kept out of landfill in 2019

2.5 million
Windows 10 migrations to date

GET IN TOUCH
If you’d like to learn more about how Computacenter can
help you with your hybrid work strategy, and migration to
Windows 11, please contact your Computacenter Account
Manager, email enquiries@computacenter.com
or call us on 01707 631600.
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